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NEC Cyber Security

Managed Next Gen Firewall (NGFW) and Managed Cloud Firewall

Protect your organisations’ private networks from unauthorised access

NEC’s Managed Next Gen Firewall (NGFW) and Managed Cloud Firewall services provide you with
monitoring and management to protect your organisations’ private networks from unauthorised
access. The services provide security policy enforcement across all the firewall capabilities that your
organisation has enabled ensuring protection of your information systems, employees, business

partners and connections to untrusted networks.

All of our services deliver 24x7 proactive firewall configuration management, monitoring, systems
support and reporting services. The services have been carefully designed to fit the diverse
requirements of today’s connected enterprises. From small and remote offices to large scale
deployments, NEC has a managed firewall service designed to align with each individual organisation’s
security requirements and budgetary requirements.

Benefits

Improve reaction time - Reduced time to identify and remediate device weaknesses and
vulnerabilities.

Improved security posture - Lower risk exposure and maximise technology investments.

Reduced cost of ownership - Leverage expertise and save on FTE and training costs.

Damage mitigation - Reduction in potential damages / cost of breaches and unnecessary spend.
Greater data security - Enhanced protection of staff and customer data.

Increased compliance - Devices are managed according to vendor specifications.

Composable service model - Only pay for what you need.

Improved decision making - Regular reporting, facilitates improved planning and decision making.
Optional 24x7 monitoring - Providing device availability and performance assurance.

Managed by experts - Leverage NEC'’s certified Security Operations Centre (SOC) team.
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Managed Next Gen Firewall (NGFW) and Managed Cloud Firewall Service Inclusions

Stateful Firewall Management Device Backup and Restoration

Policy Management

Availability Management

Log Management

VPN Management

Privileged Access Monitoring

Optional Managed Next Gen Firewall (NGFW) and Managed Cloud Firewall Services

Security Advisories Performance Monitoring

Anti-Spam & Email Security

Threat Extraction

Identity & Content Awareness High Availability Support

Event Management

Anti-Virus & Anti-Bot

Mobile Access Data Leakage Prevention

Best Practice Reviews

SSL Inspection/Decryption

Sandboxing Application Control

ITIL Compliant Essential Service Management Inclusions

Threat & Intrusion Prevention

Incident Management Service Request Management

Remote Support

Self-Service Portal

. . Standard Support Hours
Service Level Reporting Monday - Friday, 8:30 - 17:00

Optional Service Management Services

Multiple Time Zones in
Australia Supported

Service Desk

Premium Coverage Hours

Premium SLAs

24%7x365 Problem Management

Service Delivery Manager

Change Management
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NEC Australia has been providing local support to our customers since 1969. We have proven long-term
network monitoring and management experience across large enterprise and state government departments.

With over 1,500 dedicated employees across Australia and partnerships with best-of-breed technology
companies. NEC helps our customers drive flexibility and scalability in business systems, processes, and
transformations.

We deliver a wide range of security services from our Australian-based Security Operation Centre (SOC).
The state-of-the-art facility connects with our global SOC’s that include Japan, Singapore, Europe, and the
Americas to offer local capability, global coverage and sharing of threat intelligence.
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